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Abstract: Distributed timestamp synchronization (DTS) could satisfy the requirement of synchronization for end
hopping, but still had some degree failure of synchronization. An improved scheme of DTS (say IDTS) was proposed by
providing two additional endpoints to receive the unsynchronized packets. It established models and definitions for end

hopping system at first, then provided protocol for IDTS, analyzed the effectiveness and security of IDTS. Finally, the

empirical results show the practical value of IDTS.
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On sys_init(ts(?)) :

s = slot(ts(?));

&rev = PRF(s-1, key);  alloc(&ev, 1);
&ow = PRE (s, key); alloc(&wow, 1);
&next = PRE(s+1, key);  alloc(éext, 1);
On recv_event(pkt) : 1/ pkt FEHHE 541
if(validate(pkt)) then service (pkt);

On  hopping(t(f)) where (t) € {0, 6,25, ***} :
alloc (e, 0); /I R
Eprev = Enow; Enow = Enext;

s = slot(ts(?));

&ext = PRF (s+1, key); alloc (&ext, 1);

On send _event (pkt) :

send (pkt)

(a) BV E RS

pkt. Esource = Enows

On sys_init(t(?)) :
alloc(oe, I*); 11 WS

&ow = PRE(s, key);

random(&oc);
s = slot(t(t));
On recv_event(pkt) :

if(validate(pkt)) then post(pkt);

On  hopping(t(t)) where £(t) € {0, 528, =}
s = slot(t:(2)); &now = PRF (s, key);

On  send_event(pkt) :

send(pkt)
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